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Purpose
This policy defines how Aurixis restricts access to seller data, customer data, marketplace
tokens, administrative functions, and production systems.

Least Privilege
Access is granted based on job responsibilities and limited to the minimum permissions
required to perform authorized operational, support, or administrative activities.

User and Company Segregation
Application users access only the company/account data assigned to their authenticated
session. Administrative functions are restricted to authorized users.

Credential and Token Handling
Marketplace access tokens and production credentials are not exposed to ordinary users and
are handled only for seller-authorized operations.

Review
Access is reviewed when responsibilities change and when operational or security events
indicate that access should be changed or removed.

Evidence
Public program page:
https://app.aurixis.com.br/security-and-privacy-program.html#access-control
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